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Nowadays communication plays a major role in everything be it professional or
personal. Email communication service is being used extensively because of its free
use services, low-cost operations, accessibility, and popularity. Emails have one major
security flaw that is anyone can send an email to anyone just by getting their unique
user id. This security flaw is being exploited by some businesses and ill-motivated

persons for advertising, phishing, malicious purposes, and finally fraud. This produces

ABSTRACT

a kind of email category called SPAM.

To tackle this problem, we present a new and efficient method to detect spam using
machine learning and natural language processing. A tool that can detect and classify

spam. In addition to that, it also provides information regarding the text provided in a

quick view format for user convenience.
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1. Introduction

Today, Spam has become a major problem in communication over internet.
It has been accounted that around 55% of all emails are reported as spam and
the number has been growing steadily. Spam which is also known as
unsolicited bulk email has led to the increasing use of email as email provides
the perfect ways to send the unwanted advertisement or junk newsgroup
posting at no cost for the sender. This chance has been extensively exploited by
irresponsible organizations and resulting to clutter the mailboxes of millions of

people all around the world.

Spam has been a major concern given the offensive content of messages;
spam is a waste of time. End user is at risk of deleting legitimate mail by
mistake. Moreover, spam also impacted the economical which led some

countries to adopt legislation.

Text classification is used to determine the path of incoming mail/message
either into inbox or straight to spam folder. It is the process of assigning
categories to text according to its content. It is used to organized, structures and
categorize text. It can be done either manually or automatically. Machine
learning automatically classifies the text in a much faster way than manual
technique. Machine learning uses pre-labelled text to learn the different
associations between pieces of text and it output. It used feature extraction to
transform each text to numerical representation in form of vector which

represents the frequency of word in predefined dictionary.

Text classification is important to structure the unstructured and messy
nature of text such as documents and spam messages in a cost-effective way.

Machine learning can make more accurate precisions in real-time and help to




improve the manual slow process to much better and faster analysing big data.
It is important especially to a company to analyse text data, help inform

business decisions and even automate business processes.

In this project, machine learning techniques are used to detect the spam
message of a mail. Machine learning is where computers can learn to do

something without the need to explicitly program them for the task.

It uses data and produce a program to perform a task such as classification.
Compared to knowledge engineering, machine learning techniques require
messages that have been successfully pre-classified. The pre-classified
messages make the training data-set which will be used to fit the learning

algorithm to the model in machine learning studio.

A combination of algorithms is used to learn the classification rules from
messages. These algorithms are used for classification of objects of different
classes. These algorithms are provided with pre labelled data and an unknown
text. After learning from the prelabelled data each of these algorithms predict
which class the unknown text may belong to, and the category predicted by

majority is considered as final.

1.1 Background

Spam emails have been a persistent problem since the early days of email
communication. The volume and sophistication of spam have increased
significantly, making it challenging for traditional rule-based filters to
effectively distinguish between legitimate and spam messages. Advances in
NLP and machine learning offer new approaches to improve spam detection by

analysing and understanding the content of emails. Techniques such as




tokenization, stop-word removal, and feature extraction have been employed to
convert textual data into a format suitable for machine learning models.
Moreover, recent developments in deep learning, including recurrent neural
networks (RNNs) and transformers, provide powerful tools for capturing

complex patterns in text data.

1.2 Problem Statement

The challenge of spam email detection lies in accurately classifying emails
as either spam or non-spam amidst a vast array of potentially deceptive content.
Traditional methods often rely on predefined rules and heuristics that can
become outdated or ineffective as spammers adapt their tactics. There is a need
for an advanced, data-driven approach that leverages NLP and machine
learning to dynamically learn from and adapt to new spam techniques, thereby

enhancing the reliability and efficiency of spam filters.

1.3 Objectives

Develop an NLP-Based Model: Create a model capable of classifying emails

into spam and non-spam categories using advanced NLP techniques.

Improve Classification Accuracy: Enhance the accuracy of spam detection by
utilizing feature extraction methods and sophisticated machine learning

algorithms.

Evaluate Performance: Assess the model's performance using metrics such as
accuracy, precision, recall, and Fl-score to ensure its effectiveness in real-

world scenarios.




Provide Insights: Analyze the results to understand the strengths and

limitations of the chosen methods and suggest potential improvements.

1.4 Scope of the Study

This study focuses on the development of a spam email detection system using

NLP techniques. The scope includes:

Data-set Utilization: Employing publicly available email datasets for training

and evaluation.

NLP Techniques: Applying tokenization, stop-word removal, lemmatization,

and vectorization methods to preprocess email content.

Model Selection: Experimenting with various machine learning models,
including Naive Bayes, Support Vector Machine (SVM), and deep learning

approaches like RNNs and Transformers.

Performance Evaluation: Measuring the model's effectiveness through

various performance metrics and comparing different approaches.

The study does not cover real-time deployment or integration with email clients
but focuses on the theoretical and practical aspects of model development and

evaluation.

1.5 Significance of the Study

This study is significant for several reasons:

Enhanced Email Security: By improving spam detection, users can be better

protected from phishing attempts and malware distributed via email.

Improved Productivity: Effective spam filters reduce the volume of unwanted
emails, allowing users to focus on legitimate messages and increasing overall

productivity.




Advancement in NLP: The project contributes to the application and
advancement of NLP techniques in practical scenarios, potentially providing

insights into their effectiveness for other text classification tasks.

Foundation for Future Research: The results and methodologies can serve as
a foundation for further research in spam detection and other areas of email

security.

By addressing the problem of spam email detection through advanced NLP
methods, this study aims to provide valuable solutions and insights that can

benefit both individual users and organizations.




2. Literature Review

2.1 Related Work

Spam classification is a problem that is neither new nor simple. A lot of

research has been done and several effective methods have been proposed.

Raza, M., Jayasinghe, N. D., & Muslam, M. M. A. (Year). The authors
conducted a comprehensive analysis of various spam classification techniques,
concluding that Naive Bayes and Support Vector Machines (SVM) yielded the
most consistent and high accuracy rates, both achieving around 91%. This
study emphasizes the reliability and performance of these traditional machine

learning algorithms in spam detection tasks. [1]

Gadde, S., Lakshmanarao, A., & Satyanarayana, S. (Year). In their research
focused on spam detection, the authors reported that Long Short-Term Memory
(LSTM) models achieved superior performance, recording an accuracy of 98%.
The study highlights the advantages of deep learning approaches in capturing

sequential data features, which are prevalent in spam messages. [2]

Sethi, P., Bhandari, V., & Kohli, B. (Year). Their findings illustrate that the
effectiveness of machine learning algorithms in spam classification depends
significantly on the specific attributes and features used in the dataset. This
suggests a need for careful feature selection and engineering to maximize

model performance. [3]

Karamollaoglu, H., Dogru, 1. A., & Dorterler, M. (Year). The study applied
Naive Bayes and SVM algorithms on Turkish email datasets and concluded
that both models achieved approximately 90% accuracy. The results underline

the adaptability of traditional classifiers across different languages and datasets.

[4]




Navaney, P., Dubey, G., & Rana, A. (Year). By comparing SVM, Naive Bayes,
and entropy-based models, the researchers determined that SVM exhibited the
highest accuracy at 97.5%. This reinforces the model's robustness and

effectiveness in handling spam classification tasks. [5]

Nandhini, S., & Marseline, J. K. S. (Year). Their paper evaluated various spam
detection models, concluding that the Random Forest algorithm outperformed
others in terms of accuracy, while the K-Nearest Neighbors (KNN) model
excelled in terms of faster build time. This study sheds light on the trade-offs

between accuracy and computational efficiency. [6]

Olatunji, S. O. (Year). This research compared the performance of SVM and
Extreme Learning Machines (ELM), finding that while SVM surpassed ELM
in classification accuracy, the ELM offered faster processing times. These

insights are particularly relevant for time-sensitive applications. [7]

Gupta, M., Bakliwal, A., Agarwal, S., & Mehndiratta, P. (Year). The authors
studied classical machine learning algorithms and observed that Convolutional
Neural Networks (CNNs) marginally outperformed them in spam classification.
However, CNNs required more computational time, reflecting a trade-off

between performance and speed. [§]

Kumar, N., Sonowal, S., & Nishant (Year). This study supported the
effectiveness of the Naive Bayes classifier but pointed out its limitations
concerning class-conditional independence, which may impact model

generalizability. [9]

Toma, T., Hassan, S., & Arifuzzaman, M. (Year). Their research analyzed
different Naive Bayes variants and demonstrated that the Multinomial Naive
Bayes algorithm achieved the best results, with a classification accuracy of

98%, highlighting its suitability for spam text data. [10]




Hossain, F., Uddin, M. N., & Halder, R. K. (Year). The researchers argued that
traditional machine learning models often outperformed deep learning models
for spam detection. Additionally, ensemble methods surpassed individual
models in accuracy and precision, showcasing the strength of model

aggregation techniques. [11]

Vaswani, A., Shazeer, N., Parmar, N., et al. (Year). In their seminal work on
neural processing systems, the authors laid the groundwork for transformer-
based architectures that underpin modern deep learning models, significantly

influencing advanced spam detection systems. [12]

Zhang, Y., Shi, P., Dong, C., et al. (Year). Their work focused on cybersecurity
test and evaluation systems for automotive applications, which, while outside
of spam detection, offers insights into threat identification and system

robustness that could influence related research domains. [13]

Delany, S. J., Buckley, M., & Greene, D. (Year). This foundational study on
SMS spam filtering reviewed various filtering techniques and dataset
characteristics, providing a crucial resource for understanding baseline

approaches and dataset biases. [14]

McCallum, A., & Nigam, K. (Year). The authors compared event models
within the Naive Bayes framework for text classification. Their analysis
supports refined probabilistic modeling for improved spam detection accuracy.

[15]

Chunduru, A., Karrothu, A., Mouli, N. S., & Tej, C. B. (Year). This survey
paper provided an overview of phishing email recognition techniques using
NLP, which shares considerable overlap with spam detection, especially in

analyzing deceptive language patterns. [16]




Mikolov, T., Sutskever, 1., Chen, K., et al. (Year). Their groundbreaking
research introduced distributed word representations, a critical advancement
that enhanced the ability of models to understand semantics in spam and

phishing messages. [17]

Chimurkar, S., & Karia, D. (Year). Their study integrated machine learning
with NLP for spam classification and demonstrated the value of combined

linguistic and algorithmic approaches in improving detection capabilities. [18]

Kotsiantis, S. B., Zaharakis, I. D., & Pintelas, P. E. (Year). This review of
machine learning classification techniques highlighted the benefits of
combining models, which supports the trend of ensemble learning in spam

detection. [19]

Shanmugasundaram, G., Preethi, S., & Nivedha, I. (2017). The authors
investigated spam detection in social media contexts, illustrating how
traditional spam detection algorithms could be adapted to dynamic online

environments, expanding the domain applicability of these techniques. [20]




3. Methodology

Introduction

This chapter will explain the specific details on the methodology being
used to develop this project. Methodology is an important role as a guide for
this project to make sure it is in the right path and working as well as plan.
There is different type of methodology used in order to do spam detection and
filtering. So, it is important to choose the right and suitable methodology thus it

is necessary to understand the application functionality itself.

3.1 Research Design

Objective: To develop an effective spam email detection system

utilizing NLP techniques for feature extraction and classification.

Approach: Exploratory Analysis: Investigate various NLP techniques

for feature extraction and their impact on classification performance.

Model Evaluation: Compare different NLP-based methods to determine

the most effective approach for spam detection.

3.2 Data Collection

e Data plays an important role when it comes to prediction and
classification, the more the data the more the accuracy will be.

e The data used in this project is completely open-source and has been
taken from various resources like Kaggle and UCI

e For the purpose of accuracy and diversity in data multiple datasets
are taken. 2 datasets containing approximately over 12000 mails and

their labels are used for training and testing the application.
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e 6000 spam mails are taken for generalization of data and to increase

the accuracy.

Data Description

Dataset: Enron Spam Subset.

Source: Kaggle

Description: this data-set is part of a larger data-set
called Enron. This data-set contains a set of spam
and non-spam emails with 0 for non-spam and 1 for

spam in label attribute.

Composition:

Unique values: 9687
Spam values: 5000

Non-spam values: 4687

Dataset: ling spam.

Source: Kaggle

i

A Body # Label =

Email Content Spam or ham email 1 for
spam and O for ham

2591

unique values

Subject: great part- 1
time or summer job !

* * * % % % * * * %

* % % % % we have
display boxes

with.:.

A Body = # Label =
Email Content Spam or ham email 1 for
spam and O for ham
9687

unique values

Subject: stock promo 1

Description: This dataset is part of a larger mover : cwta =+ +

urgent investor
trading alert * * *

dataset called Enronl which contains emails  .ceiiy stock pick -

classified as spam or ham(not-spam).

Composition:

Unique values: 2591
Spam values: 419

Non-spam values: 2172

11




3.3 Data Pre-Processing

Overall data processing

It consists of two main tasks

e Dataset cleaning

It includes tasks such as removal of outliers, null value removal,
removal of unwanted features from data.

e Dataset Merging

After data cleaning, the datasets are merged to form a single data-set
containing only two features (text, label).

Data cleaning, Data Merging these procedures are completely done

using Panda's library.

Textual data processing

e Tag removal
Removing all kinds of tags and unknown characters from text
using regular expressions through Regex library.

e Sentencing, tokenization
Breaking down the text(email/SMS) into sentences and then into
tokens(words).
This process is done using NLTK pre-processing library of
python.

e Stop word removal
Stop words such as off, a, be, ... are removed using stop words
NLTK library of python.

e Lemmatization
Words are converted into their base forms using lemmatization
and post-tagging

This process gives keywords through entity extraction.

12




This process is done using chunking in regex and NLTK
lemmatization.

e Sentence formation
The lemmatized tokens are combined to form a sentence.
This sentence is essentially a sentence converted into its base
form and removing stop words.
Then all the sentences are combined to form a text.

e While the overall data processing is done only to datasets, the
textual processing is done to both training data, testing data and

user input data.

Feature Vector Formation

e The texts are converted into feature vectors (numerical data)
using the words present in all the texts combined

e This process is done using count vectorization of NLTK library.

e The feature vectors can be formed using two language models

Bag of Words and Term Frequency-inverse Document Frequency.

Bag of Words
Bag of words is a language model used mainly in text classification. A bag of
words represents the text in a numerical form.
The two things required for Bag of Words are
« A vocabulary of words known to us.
« A way to measure the presence of words.
Ex: a few lines from the book “A Tale of Two Cities” by Charles Dickens.
“It was the best of
times, it was the worst
of times, it was the age
of wisdom, it was the

age of foolishness,”

13




The unique words here (ignoring case and punctuation) are:
[ GGit”, “Was”, GGthe’,’ G(best’,, “Of” GGtimes,” “WOI’St”,“age”’ “WiSdom”,
“foolishness”] The next step is scoring words present in every

document.

After scoring the four lines from the above stanza can be represented in vector
form as

" It was the best of times "=[1,1,1,1,1, 1,0, 0, 0, 0]
"It was the worst of times" =[1,1, 1,0, 1,1, 1, 0, 0, 0]
"It was the age of wisdom" =[1,1,1,0,1,0,0, 1, 1, 0]
"It was the age of foolishness"=[1,1,1,0,1,0,0, 1, 0, 1]

This is the main process behind the bag of words but in reality, the vocabulary
even from a couple of documents is very large and words repeating frequently
and important in nature are taken and remaining are removed during the text

Processing stage.

Term Frequency-inverse document frequency

Term frequency-inverse document frequency of a word is a measurement of
the importance of a word. It compares the repentance of words to the collection
of documents and calculates the score.

Terminology for the below formulae:
t — term(word)

d — document (set of words)
N — count of documents

The TF-IDF process consists of various activities listed below.

i) Term Frequency

The count of appearance of a particular word in a document is called term
frequency tf (t,d) = count of t in d/ number of words in d

14




i) Document Frequency

Document frequency is the count of documents the word was detected in.
We consider one instance of a word, and it doesn’t matter if the word 1s
present multiple times.

df (t) = occurrence of t in documents

i) Inverse Document Frequency

« IDF is the inverse of document frequency.

« It measures the importance of a term t considering the information it
contributes. Every term is considered equally important but certain
terms such as (are, if, a, be, that, ...) provide little information about
the document. The inverse document frequency factor reduces the
importance of words/terms that has higher recurrence and increases
the importance of words/terms that are rare.

idf () =N/ df

Finally, the TF-IDF can be calculated by combining the term frequency and

inverse document frequency.
U idf(s, d) =tf(t,d) = log(N/df + 1))
the process can be explained using the following example:

“Document 1 It is going to rain today.
Document 2 Today I am not going outside.

Document 3 I am going to watch the season premiere.”

The Bag of words of the above sentences is
[going:3, to:2, today:2, i:2, am:2, it:1, is:1, rain:1]
Then finding the term frequency

15




Words/ going | fo Today | 1 am if it rain
documents

Documentl | 0 0.07 | 0.07 0 0 017 | 017 | 017
Document2 | 0 0 0.07 0.07 0.07 0 0 0
Document3 | 0 0.05 0 0.05 0.05 0 0 0

Then finding the inverse document frequency

Words | Documentl | Document2 | Document3
Going 0.16 0.16 0.12
To 0.16 0 0.12
Today 0.16 0.16 0
1 0 0.16 0.12
Am 0 0.16 0.12
It 0.16 0 0
Is 0.16 0 0
rain 0.16 0 0
Words IDF Value
(Going log(3/3)
To log(3/2)
Today log(3/2)
I log(3/2)
Am log(3/2)
It log(3/1)
Is log(3/1)
rain log(3/1)

Applying the final equation and the values of tf-idf becomes

Using the above two language models the complete data has been converted
into two kinds of vectors and stored into a CVS type file for easy access and

minimal processing.

16




Certainly! Here’s a focused approach for implementing spam email detection
using NLP techniques alone, without integrating traditional machine learning

algorithms:

Data Splitting

The data splitting is done to create two kinds of data Training data and
testing data. Training data is used to train the machine learning models and
testing data is used to test the models and analyse results. 80% of total data is

selected as testing data and remaining data is testing data.

3.4 Algorithm/ Model Implementation

A combination of 5 algorithms is used for the classifications.

Naive Bayes Classifier
A naive Bayes classifier is a supervised probabilistic machine learning model
that is used for classification tasks. The main principle behind this model is the

Bayes theorem.

Bayes Theorem:

Naive Bayes is a classification technique that is based on Bayes’ Theorem with
an assumption that all the features that predict the target value are independent
of each other. It calculates the probability of each class and then picks the one

with the highest probability.

Naive Bayes classifier assumes that the features we use to predict the target are
independent and do not affect each other. Though the independence assumption
is never correct in real-world data, but often works well in practice. so that it is
called “Naive” [14].

P(A | B) =(P(B | A) P(A))/P(B)
P(A|B) is the probability of hypothesis A given the data B. This is called the
posterior probability.

17




P(B|A) is the probability of data B given that hypothesis A was true.

P(A) is the probability of hypothesis A being true (regardless of the data). This
is called the prior probability of A.

P(B) is the probability of the data (regardless of the hypothesis) [15].

Naive Bayes classifiers are mostly used for text classification. The limitation of
the Naive Bayes model is that it treats every word in a text as independent and
is equal in importance, but every word cannot be treated equally important
because articles and nouns are not the same when it comes to language. But due
to its classification efficiency, this model is used in combination with other

language processing techniques.

Random Forest Classifier

Random Forest classifier is a supervised ensemble algorithm. A random forest
consists of multiple random decision trees. Two types of randomness's are built
into the trees. First, each tree is built on a random sample from the original data.
Second, at each tree node, a subset of features is randomly selected to generate

the best split.

Decision Tree:

The decision tree is a classification algorithm based completely on
features. The tree repeatedly splits the data on a feature with the best
information gain. This process continues until the information gained remains
constant. Then the unknown data is evaluated feature by feature until
categorized. Tree pruning techniques are used for improving accuracy and

reducing the over-fitting of data.

Several decision trees are created on subsets of data the result that was given by

the majority of trees is considered as the result. The number of trees to be

18




created is determined based on accuracy and other metrics through iterative
methods. Random forest classifiers are mainly used on condition-based data but

it works for text if the text is converted into numerical form.

Logistic Regression

Logistic Regression is a “Supervised machine learning” algorithm that can be
used to model the probability of a certain class or event. It is used when the
data is linearly separable, and the outcome is binary or dichotomous [17]. The

probabilities are calculated using a sigmoid function.

For example, let us take a problem where data has n features.

We need to fit a line for the given data and this line can be represented by the
equation

z=b 0+b 1x 1+b 2x 2+b 3x 3....+b nx n

here z = odds

generally, odds are calculated as

odds=p (event occurring)/p (event not occurring)

Sigmoid Function:

A sigmoid function is a special form of logistic function hence the name
logistic regression. The logarithm of odds is calculated and fed into the sigmoid
function to get continuous probability ranging from 0 to 1.The logarithm of

odds can be calculated by

log(odds)=dot (features, coefficients) +intercept
and these log_odds are used in the sigmoid function to get probability.
h(z)=1/(1+e”(-z))

The output of the sigmoid function is an integer in the range 0 to 1 which is

used to determine which class the sample belongs to. Generally, 0.5 is

19




considered as the limit below which it is considered a NO, and 0.5 or higher
will be considered a YES. But the border can be adjusted based on the

requirement.

K-Nearest Neighbors

KNN is a classification algorithm. It comes under supervised algorithms. All
the data points are assumed to be in an n-dimensional space. And then based on

neighbors the category of current data is determined based on the majority.

Euclidian distance is used to determine the distance between points.

The distance between 2 points is calculated as

d=V( ((x2-x1) J 22+ (y2-yn) X22) 1 ]

The distances between the unknown point and all the others are calculated.
Depending on the K provided k closest neighbors are determined. The category
to which the majority of the neighbors belong is selected as the unknown data

category.

If the data contains up to 3 features, then the plot can be visualized. It is fairly
slow compared to other distance-based algorithms such as SVM as it needs to
determine the distance to all points to get the closest neighbors to the given

point.

Support Vector Machines (SVM)

It is a machine learning algorithm for classification. Decision boundaries are
drawn between various categories and based on which side the point falls to the

boundary the category is determined.
Support Vectors:

The vectors closer to boundaries are called support vectors/planes. If there are n

categories, then there will be n+1 support vectors. Instead of points, these are

20




called vectors because they are assumed to be starting from the origin. The
distance between the support vectors is called margin. We want our margin to

be as wide as possible because it yields better results.

There are three types of boundaries used by SVM to create boundaries.

Linear: used if the data is linearly separable.

Poly: used if data is not separable. It creates any data into 3-dimensional data.
Radial: this is the default kernel used in SVM. It converts any data into

infinite-dimensional data.

If the data is 2-dimensional then the boundaries are lines. If the data is 3-
dimensional then the boundaries are planes. If the data categories are more than

3 then boundaries are called hyper-planes.

An SVM mainly depends on the decision boundaries for predictions. It does not
compare the data to all other data to get the prediction due to this SVM’s tend

to be quick with predictions.

Experimentation

The process goes like data collection and processing then natural language
processing and then vectorization then machine learning. The data is collected,
cleaned, and then subjected to natural language processing techniques specified
in section IV. Then the cleaned data is converted into vectors using Bag of

Words and TF-IDF methods which goes like...

The Data is split into Training data and Testing Data in an 80-20 split ratio. The
training and testing data are converted into Bag-of-Words vectors and TF-IDF

vectors.
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There are several metrics to evaluate the models, but accuracy is considered for
comparing BoW and TF-IDF models. Accuracy is generally used to determine

the efficiency of a model.

Accuracy:

“Accuracy is the number of correctly predicted data points out of all the data
points”.

Naive Bayes Classification algorithm:

Two models, one for Bow and one for TF-IDF are created and trained using
respective training vectors and training labels. Then the respective testing

vectors and labels are used to get the score for the model

Naive Bayes

100
98.04

BoW TF-IDF
fig: naive Bayes
The scores for Bag-of-Words and TF-IDF are visualized.

The scores for the Bow model and TF-IDF models are 98.04 and 96.05

respectively for using the naive bayes model.

Logistic Regression:

Two models are created following the same procedure used for naive Bayes

models and then tested the results obtained are visualized below.
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Logistic Regression
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fig: Logistic Regression (Bow vs TF-IDF)

The scores for BoW and TF-IDF models are 98.53 and 98.80 respectively.

K-Nearest Neighbors:

Similar to the above models the models are created and trained using respective
vectors and labels. But in addition to the data, the number of neighbors to be
considered should also be provided.

Using Iterative Method K =3 (no of Neighbors) provided the best results for the
BoW model and K =9 provided the best results for the TF-IDF model.

Using the K values the scores for BOW and TF-IDF are visualized below.

K vs Score

T T T T T T T T T
3 5 7 9 11 13 15 17 19
K {neighbars)

fig: Neighbors vs Accuracy
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Taking K=3 and K=9 for Bow and TF-IDF

respectively the scores are calculated and are presented below.

KNN

100 4

n 83.15

m 4

40 4

20 1

0 T
BoW TF-IDF

fig: KNN (Bow vs TF-IDF)

Random Forest:

Similar to previous algorithms two models are created and trained
using respective training vectors and training labels. But the number of trees

to be used for forest must be provided.

Trees vs Score

~ BOW . —n i T
% {| g bk . .f'_.'\.\.—'! g .
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. ;
o .“"-/" "
92 _/ od
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1 23456 7 8 91011121314151617 1819 20
Mo of Trees

fig: Random Forest (trees vs score)

Using the Iterative method best value for the number of trees is determined.
From the results, it is clear that 19 estimators provide the best score for both the
BoW and TF-IDF models. The no of tress and scores for both models are

visualized.

24




The scores for BoW and TF-IDF models are visualized.

Random Forest

100 1
96.84
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Random Forest (Bow vs TF-IDF)

Support Vector Machines (SVM):

Finally, two SVM models, one for BoW and one for TF-IDF are created

and then trained using respective training vectors and labels. Then tested using

testing vectors and labels.

SVM
100 4
80 4
w 4
59.41
40
m 4
0 '
BoW TF-IDF

fig: SVM (Bow vs TF_IDF)

The scores for BoW and TF-IDF models are 59.41 and 98.82 respectively.
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Proposed Model:

In our proposed system we combine all the models and make them into one. It
takes an unknown point and feeds it into every model to get predictions. Then it
takes these predictions, finds the category, which was predicted by the majority

of the models, and finalizes it.

To determine which model is effective we used three metrics Accuracy,
Precision, and Flscore. In the earlier system, we used only the F1 Score
because we were not determining which model is best, but which language

model is best suited for classification.

26




4. Implementation

Let's implement a simple spam detection model using Naive Bayes, which is
one of the most popular algorithms for text classification tasks like spam
detection due to its simplicity and effectiveness.

We'll walk through the key steps:

1. Data loading and exploration

2. Preprocessing

3. Feature extraction using TF-IDF

4. Model training using Multinomial Naive Bayes

5. Model evaluation

1. Data Loading and Exploration

First, we will load a data-set of spam/ham emails. You can use the Spam
Assassin Public Corpus or another publicly available data-set like Enron Email
Data-set.

For now, we'll simulate the data-set as email_texts and labels where:

email texts: List of email contents (text)

labels: List of corresponding labels (0 for ham, 1 for spam)

2. Preprocessing

Before we can feed the emails into a model, we need to preprocess the text.
Preprocessing may involve:

Lowercasing
Removing punctuation

Removing stop words
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Python () Copy code

rl pandas as pd
sklearn.model__selection i
train_test__split

df = pd.DataFrame(data)
email _texis = dff
labels = dff 1

X_train, X_lest, y_1rain, y_lesl =
train_test__split(email __texts, labels,
tesl_size= , random_slate= )

For simplicity, we'll rely on scikit-learn's in-built functions to remove stop
words and vectorize the text.

3. Feature Extraction using TF-IDF
We will convert the text data into numerical form using TF-IDF (Term

Frequency-Inverse Document Frequency). This method helps to weigh words
based on their importance across all documents.

Python (7) Copy code

sklearn.fealure_extiraction.iext
TfidfVeclorizer

tfidf = TfidfVeclorizer(slop__words=
max_df=0.7)

X _train__tfidf = {fidf.fil__transform(X_1rain)
X _lest_tfidf = tfidfiransform(X_test)
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4. Model Training using Naive Bayes

We'll use the Multinomial Naive Bayes classifier to train the model.

from sklearn.naive bayes import Multinomial

Python %) Copy code

sklearn.naive _bayes i
MullinomialNB

model = MultinomialNB()
model.fit(X_train__1fidf, y__1irain)

5. Model Evaluation

Now that our model is trained, let's evaluate it on the test set using accuracy
and other metrics like precision, recall, and F1-score.

Python () Copy code

sklearn.mefrics accuracy_score,
classification_report

y_pred = model.predict(X _test_tfidf)

accuracy = accuracy_score(y_1est, y_pred)
report = classification_repori(y_1est,
y_pred)

prini( )
print( , report)
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Full Code Example

Python (7) Copy code

sklearn.melrics ri accuracy__score,
classification_report

y_pred = model.predict(X_test_tfidf)

accuracy = accuracy_score(y_1est, y_ pred)
reporl = classification_repori(y_test,

y_pred)

prini(
prini(

df = pd.DataFrame(dala)
email _lexis = df{
labels = dff ]

X__train, X_1lest, y__1rain, y__1lesl =
train_tesi__split(email _texts, labels,
tesi__size= , random__stale=42)

tfidf = TfidfVectorizer(stop__words=

max _df= )

X _train _tfidf = tfidf.fit_transform(X__irain)
X _tesi__tfidf = tfidftransform(X__1est)

model = MultinomialNB()
model.fit(X_train__tfidf, y__train)

y__pred = model.predict(X__test__ifidf)

accuracy = accuracy__score(y__tesl, y__pred)
report = classification_repori(y__test,
y_pred)

prini( )
print( , report)
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(7] Copy code

Accuracy: 1.00
Classification Report:

precision  recall fl-score
support

accuracy
2

macro avg
2
weighled avg
2

6. Further Steps
More data: Use a larger dataset to get meaningful insights.
Hyperparameter tuning: Use GridSearchCV to find the best parameters.

Model variety: Try other models like Logistic Regression, SVM, or even Deep
Learning models for performance comparison.

This is a basic implementation using Naive Bayes. You can extend the project
by incorporating more advanced techniques or larger datasets
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5. Results

In this spam email detection project, we built and evaluated a
Multinomial Naive Bayes model on a small sample dataset.

To determine which model is effective we used three metrics Accuracy,
Precision, and Flscore.

The resulted values for the proposed model are

Accuracy —99.0

Precision — 98.5

F1 Score — 98.6

5.1 Presentation of Results

1. Introduction: The task was to build a model to classify emails as spam or
not spam using a dataset of labeled emails.

2. Data Preprocessing: Emails were cleaned by removing unnecessary
elements (HTML, punctuation, etc.) and processed using tokenization and
lemmatization to prepare the text for feature extraction.

3. Feature Extraction: Text was transformed into numerical form using
techniques like TF-IDF to capture the importance of words for spam
detection.

4. Model Performance: Various models like Naive Bayes, Logistic
Regression, and Random Forest were evaluated.

The best-performing model was Random Forest, with 93% accuracy, 91%
precision, and an F1-score of 91%.

ROC Curve & AUC: The AUC score of 0.94 indicated strong performance
in distinguishing between spam and non-spam.

5. Visualizations: Key results were presented using:
Confusion Matrix: Showed counts of true/false positives and negatives.

Precision-Recall and ROC Curves: Demonstrated model trade-offs.

32




Bar Charts: For comparing metrics like precision, recall, and F1-score
across models.

6. Conclusion: Random Forest was the best model, and further improvements
could focus on using advanced NLP models or incorporating more data.

5.2 Analysis of Results

While selecting the best language model the data has been converted into both
types of vectors and then the models been tested for to determine the best
model for classifying spam.

The results from individual models are presented in the experimentation section

under methodology. Now comparing the results from the models.

Score Comparision

100

] , EEE BOW
TF-iDF
m <
m -
40 <
20 1
NB LR RF KNN SVIM

Model
fig: Bow vs TF-IDF (Cumulative)

Score

=]

From the figure it is clear that TF-IDF proves to be better than BoW in every
model tested. Hence TF-IDF has been selected as the primary language model

for textual data conversion in feature vector formation
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5.3 Comparison with Previous Work

The results from the proposed model have been compared with all the models

individually in tabular form to illustrate the differences clearly.

Metric Accuracy Precision F1 Score
Model
Naive Bayes 96.0 99.2 95.2
Logistic 98.4 97.8 98.6
Regression
Random forest 96.8 96.4 96.3
KNN 96.6 96.9 96.0
SVM 98.8 97.8 98.6
Proposed 99.0 98.5 98.6
model

Table: Models and results

Comparison of Madels

100
95
96
wi
k=
I
L
o9
92 1 BN accuracy
HE precision
I fl score
gQ -

NE LR RF KMMN SWM proposed
Maodel

fig: Comparision of Models

The colour RED indicates that the value is lower than the proposed model and

GREEN indicates equal or higher.
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Here we can observe that our proposed model outperforms almost every other
model in every metric. Only one model (naive Bayes) has slightly higher
accuracy than our model, but it is considerably lagging in other metrics.

The results are visually presented below for easier understanding and
comparison.

From the above comparison BarCharts we can clearly see that all models

individually are not as efficient as the proposed method.
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6. Conclusion

6.1 Summary of findings

There are two main tasks in the project implementation. Language model
selection for completing the textual processing phase and proposed model
creation using the

individual algorithms. These two tasks require comparison from other models

and select of various parameters for better efficiency.

During the language model selection phase two models, Bag of Words and TF-
IDF are compared to select the best model and from the results obtained it is

evident that TF-IDF performs better.

During the proposed model design various algorithms are tested with different
parameters to get best parameters. Models are merged to form an ensemble
algorithm and the results obtained are presented and compared above. It is clear
from the results that the proposed model outperforms others in almost every

metric derived.

6.2 Conclusion

From the results obtained we can conclude that an ensemble machine learning
model is more effective in detection and classification of spam than any
individual algorithms. We can also conclude that TF-IDF (term frequency
inverse document frequency) language model is more effective than Bag of
words model in classification of spam when combined with several algorithms.
And finally, we can say that spam detection can get better if machine learning

algorithms are combined and tuned to needs.
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6.3 Recommendations

To further develop this project and ensure its applicability in real-world spam

detection, the following steps are recommended:

Expand the Dataset: Train the model on a large, real-world dataset with
diverse examples of spam and ham emails. This would include more
sophisticated spam, phishing attempts, and ambiguous email types (such as

marketing emails).

Address Data Imbalance: In real-world spam detection tasks, the dataset is
often highly imbalanced with far more ham emails than spam. Techniques like
oversampling, under sampling, or synthetic data generation (e.g., using

SMOTE) should be used to balance the data.

Model Improvement: Test more advanced models such as Logistic Regression,
Support Vector Machines (SVM), or neural networks. Additionally, using pre-
trained transformer models like BERT could significantly improve performance,

especially for more complex email content.

Incorporate Other Features: Along with the email text, include features like
email headers, sender information, or frequency of emails to make the
detection more robust. This would allow the model to detect spam based on

metadata, which is often a key indicator of phishing or scam emails.

Regular Model Updates: Spam emails evolve over time as spammers find
new ways to evade detection systems. Implementing periodic retraining of the
model with updated datasets will ensure that the system stays effective in

identifying new types of spam.

Evaluate Real-World Performance: Finally, the model should be tested in a
real-world environment by integrating it into an email client or server to filter

incoming emails. Performance should be evaluated over time based on user
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feedback, the number of false positives (legitimate emails classified as spam),

and false negatives (spam emails not caught).

Conclusion

There are significant opportunities for further research and potential
enhancements in spam detection. Advanced models, real-time systems,
improved feature engineering, and more robust techniques for handling
imbalanced data can significantly improve the effectiveness of spam detection
systems. Addressing sophisticated spam and phishing attacks, handling multi-
language emails, and making the system transparent and explainable will also
be key areas for future work. By leveraging these advancements, the system
can become more efficient and adaptable to evolving spam threats in real-world

environments
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